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l. POLICY

It is the policy of the Rockville City Police Department to recognize and support the rights of all
employees to engage in personal Internet based activities, including Social Networking and Media while
off duty, to the extent that those private or personal activities do not infringe upon the integrity or security
of the Department’s operations, objectives, employees, or clients. The Department highly values and
acknowledges the benefits of employee participation in law enforcement social media or networking sites,
and hence nothing in this general order is intended to deter or prohibit employees from participating,
accessing, or posting in those sites to accomplish a law enforcement objective.

PURPOSE

Social networking has, with the abundant availability of internet access to end-users and the increase of
portable digital devices, become an intricate part of everyday communication. This general order is
intended to provide clear guidelines for all employees of the Rockville City Police Department who desire
to participate in those networks and to preserve and protect the employee’s and professional interests of
the Department.

DEFEINITIONS

A Social networks — online platforms where users can create profiles, share information, and
socialize with others using a range of technologies.

B. Blog — A blog (short for web-log) is a personal online journal that is frequently updated and
intended for general public consumption. Blogs are defined by their format: a series of entries
posted to a single page in reverse chronological order. Blogs generally represent the personality of
the author or reflect the purpose of the Website that hosts the blog. Topics sometimes include
brief philosophical musings, commentary on Internet and other social issues, and links to other
sites the author favors, especially those that they support.

C. Social Media — User-created video, audio, text or multimedia published and shared in a social
environment. Social media uses web-based technologies to transform and broadcast media
monologues into social media dialogues. Some examples of social media websites are Facebook,
Twitter, YouTube, and MySpace.




D.

A.

A.

Tweets — Brief text messaging of 140 characters or less posted on a social media site.

GENERAL CONSIDERATIONS

Employees are cautioned that all communications, websites, email, and text messaging over City-
owned or monetarily sponsored computers, mobile data computers (MDC’s), and phones are
subject to review for administrative purposes.

Employees are further cautioned that capturing any video images and/or audio recordings on
personal equipment (cell phones) may make that device subject to seizure for evidentiary
purposes. Personal equipment should therefore not be used in any such capacity while on-duty.

The posting of images and/or recordings obtained while on-duty (e.g., photos of crime scene,
recording of interviews, etc.) to any social media website, whether obtained on City-issued
equipment or personal devices, is strictly prohibited.

Employees shall not post any private or personal information of fellow employees or supervisors
without their written consent, including but not limited to their names, family members’ names,
addresses, numerical identifiers or photographs.

Employees are responsible for any and all information obtained and/or disseminated through their
social media accounts. They are reminded that defense attorneys and prosecutors could use any
information from that account in future court proceedings.

PROCEDURES

Use of Blogs, Web Postings, Chat Rooms, etc.

1. As an employee of the Rockville City Police Department, the use and application of good
judgment, decency, and common sense is expected both on and off duty. This expectation
also applies while performing official duties of the Rockville City Police Department
and/or engaged in various computer or digital media activities both on and off duty.

2. Participation in World Wide Web/internet services such as Web postings, social
networking sites like Facebook, Twitter, and You Tube, or entering tweets or blogs,
participating in chat rooms, or dating services, etc., should be carefully considered and
monitored for proper personal conduct by the employee making the posting.

3. The absence of, or lack of explicit reference to a specific site, does not limit the extent of
the application of this policy. Where no policy or guidelines exist, employees should use
their professional judgment and take the most prudent action possible, which includes, but
is not limited to consultation with supervision or administration.

4. Employees are not to use, publish, or cause to be used, distributed, or authorized to be
used, published, or distributed, any department identified documents/information that has
been designated for Official Use only and/or Law Enforcement Sensitive.



5.

Employees shall guard themselves accordingly and shall not participate in any conduct that
is likely to have an adverse effect on the reputation or integrity of the Rockville City Police
Department.

B. Online Etiquette

1.

2.

4.

Employees shall be respectful.
Social media activities shall not interfere with work commitments.

Employees shall not reference or cite any information relative to victims, witnesses, court
cases or sentencing, current or past criminal investigations, inmates, fellow employees,
witness testimony, confidential investigations, witness protection matters, traffic
investigations, or provide any information on citizens that was acquired in the performance
of duty without their express written consent. In all cases, employees must not publish any
sensitive agency information regarding any matter, or which will discredit the Department.

Employees should respect copyright laws, and reference or cite sources appropriately.

C. City Equipment

1.

Employees are prohibited from using City-owned equipment to post, write, or respond to
blogs, tweets or any other written communication relative to social networking, social
dating, or social media for personal use.

Employees who receive a phone stipend are prohibited to post, write, or respond to blogs,
tweets or any other written communication relative to social networking, social dating, or
social media for personal use while on duty.

Allowable exceptions are:

a. Participation in an active criminal investigation and the postings are part of the
investigation.

b. With authorization from a supervisor.
C. Participation in an administrative/internal investigation.
d. Participation in Law Enforcement Websites.

D. Prohibited Activities

1.

Employees are prohibited from updating personal social media

networking sites while on duty. Reading and responding to a message in an electronic
mail-type format is permissible, as long as this act does not interfere with the employee’s
job duties and performance.

The accessing of law enforcement social media or networks during duty hours to
accomplish a law enforcement objective is authorized.



Maryland law prohibits a person from using a text-messaging device to write or send a text
message while operating a motor vehicle, provides an exception the use of a global
positioning system and for the use of a text-messaging device to contact a 9-1-1 system.

Text messaging or posting blogs/tweets while operating (while in motion) City-owned
vehicles is strictly prohibited.





