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l. POLICY

It shall be the policy of the Rockville City Police Department to take those measures necessary to
record criminal complaints of reported identity theft; assist victims in contacting other relative
investigative and consumer protection agencies; and work with other federal, state, and local law
enforcement and reporting agencies to identify offenders.

PURPOSE

The purpose of this General Order is to establish procedures for accepting, recording and
investigating the crime of identity theft.

LAWS

Identity theft is punishable under Maryland Criminal Law Article, Section 8-301: “A person may not
knowingly, willfully, and with fraudulent intent possess, obtain, or help another to possess or obtain
any personal identifying information of an individual, without the consent of the individual, in order
to use, sell, or transfer the information to get a benefit, credit, good, service, or other thing of value in
the name of the individual; a person may not knowingly and willfully assume the identity of another
to avoid identification, apprehension, or prosecution for a crime; or with fraudulent intent to get a
benefit, credit, good, service, or other thing of value; or avoid the payment of debt or other legal
obligation”.

PROCEDURES
A. Initial report
1. The Rockville City Police Department shall complete a report for any incident in

which a person knows, or reasonably suspects, that another person has unlawfully
used their personal information.

a. The incident must have either occurred within the City of Rockville, or the
victim was a resident of the City of Rockville when the crime occurred.

b. Document the crime on an Event Report with appropriate classification, as
there is no specialized report form for this crime in Montgomery County.




General Order # 4-49 Page 2
Identity Crime

C. Determine what types of personal identifying information may have been
used to commit these crimes (i.e., social security number, drivers license
number, birth certificate, credit card numbers, or corporation of issuance)
and whether any of these documents have been lost, stolen or potentially
misappropriated.

d. Determine whether the victim authorized anyone to use his/her name or
personal information.

B. Follow-up Investigation

1. Identity Theft reports are forwarded to the Montgomery County
Police Fraud Unit for potential investigative follow-up. Although primary
investigative follow-up is the responsibility of the Montgomery County Police
Department, the Rockville City Police Criminal Investigations Unit supervisor may
assign identity fraud cases to the Criminal Investigations Unit when appropriate.

2. If the Rockville City Police Criminal Investigations unit conducts an investigation
of identity theft they may:

a. Review the initial event report and conduct any follow up inquiries of
victims or appropriate witnesses for clarification/expansion of the original
incident.

b. Contact the Federal Trade Commission (FTC) Consumer Sentinel law

enforcement network and search the database for investigative leads.

C. Contact other appropriate law enforcement agencies for collaboration and
avoidance of duplicated efforts. These agencies include:

1. Federal law enforcement agencies such as the U.S. Secret Service,
the FBI, and the U.S. Postal Inspectors;

2. Other Maryland agencies to include the Maryland State Police;
3. Any other state or local law enforcement agencies where the victim

may have filed a report or where the identity theft may have
occurred.



VI.
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VICTIM ASSISTANCE

Officers taking reports of identity theft should take those steps reasonably possible to help victims
resolve their problem.

A.

Provide the victim with a victim/witness brochure, a case number and advise how they can
obtain a copy of the report.

Advise the victim, if applicable, to cancel each credit card and request new cards with new
account numbers.

If bank accounts are involved, advise the victim to report the loss to each financial
institution, cancel existing accounts and open new accounts. If deemed necessary, advise
the victim to place stop payments on outstanding checks and contact the creditors to
explain.

If a drivers license is involved, advise the victim to notify the Motor Vehicle
Administration.

Advise the victim to call the toll-free fraud number of any one of the three major credit
bureaus to place a fraud alert on their credit report. Fraud alerts can help prevent and
identify thieves from opening additional accounts in victims names.

Equifax Experian TransUnion Corp
1-800-525-6285 1-888-397-3742 1-800-680-7289
www.equifax.com WWW.experian.com WWW.transunion.com

Advise the victim to contact the Federal Trade Commission using the online registration
form at www.consumer.gov/idtheft or call the FTC’s Identity Theft Hotline, toll-free:
1-877-1D-THEFT (438-4338); TTY: 1-866-653-4261.

COMMUNITY AWARENESS AND PREVENTION

Where reasonable and appropriate, officers engaged in public education/information forums,
community crime prevention and awareness presentations, shall provide the public with information
on the nature and prevention of identity theft.





